
 

New capability assessment tool will help protect
businesses from cyber-attack

Thursday 19 June, 2014

APMG International has announced it is working with the Defence Science and Technology Laboratory
(Dstl) and its technology transfer company Ploughshare Innovations Ltd to deliver their new Cyber
Defence Capability Assessment Tool.

The Cyber Defence Capability Assessment Tool (CDCAT®) is a way for businesses to assess their own
cyber defense preparedness, understand where any gaps in defense capability may exist and what
mitigations can be applied. For organizations of all sizes this could make the complex world of cyber
security more accessible and easier to understand.

CDCAT® provides a methodology and scoring system for cyber defence preparedness, drawing
significantly on government and industry controls and standards to consolidate the most effective best
practices. Results of the assessment are then presented in a format consistent with industry standards.
APMG is an independent Certification Body which has been appointed by Dstl to develop CDCAT® and
build awareness of the importance of cyber security assessment at organisational level through our
global partner network.

Martin Huddleston, Principal Cyber Solutions Architect, Dstl said, “CDCAT® uses multiple cyber security
controls and inputs from commercial, military, and government organisations around the world including
ISO 27000, NATO, the UK Ministry of Defence (MOD) and the National Institute of Standards and
Technology (NIST) together with those from leading independent bodies such as the Council on Cyber
Security. These are then used to create a list of key cyber defence controls against which an
organisation’s capabilities can be measured alongside the protection strategies it has in place to show
where there might be gaps and what mitigations can be implemented. The tool and its scoring system
can be used on an ongoing basis if business risk demands or when a company is looking to reassess its
cyber defence strategy.”

Jim Ashe, VP Sales Intellectual Property, Ploughshare Innovations Ltd said, “The work done so far by
Dstl and its partners has created the potential for significant gains in cyber defence capability. We are
delighted to be working with APMG and believe their experience in IT consultancy, training and
certification and global presence will help bring CDCAT® to market most effectively.”

Richard Pharro, CEO, APMG said, “The new CDCAT® product will complement APMG’s
comprehensive cyber security and IT assurance product portfolio. CDCAT® is a dynamic tool which aims
to empower companies with a tailored, ongoing assessment of their current cyber security ability to
highlight ‘at risk’ areas. This then provides a detailed roadmap on how best to mitigate these factors.
CDCAT® provides a great fit with our belief that cyber security is an essential part of our world and
requires greater investment at all levels to ensure our nation’s on-going security.”

ENDS

About Dstl
The Defence Science and Technology Laboratory (Dstl) maximises the impact of science and technology
(S&T) for the defence and security of the UK, supplying sensitive and specialist S&T services for the
Ministry of Defence (MOD) and wider government.

Dstl is a trading fund of the MOD, run along commercial lines. It is one of the principal government
organisations dedicated to S&T in the defence and security field, with three main sites at Porton Down,
near Salisbury, Portsdown West, near Portsmouth, and Fort Halstead, near Sevenoaks.

Dstl works with a wide range of partners and suppliers in industry, in academia and overseas. Around
60% of the Defence Science and Technology Programme is delivered by these external partners and
suppliers.
Follow us on Twitter@dstlmod

About Ploughshare Innovations Limited
Ploughshare Innovations was formed in 2005 to commercialise and exploit Dstl’s intellectual property
generated from its research. Since its establishment, Ploughshare has commercialised more than 110
technologies and launched eleven spin-out companies, principally for civilian applications. Ploughshare
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has also negotiated licences in the defence field resulting in research being pulled through into defence
products to meet defence requirements.

Contact
info@ploughshareinnovations.com

About APMG International
The APMG International is a global business providing accreditation and certification services. It has
been assessing and certifying practitioners around the world in a variety of different professionalisms
since 1993. Providing a wide range of cyber security and information assurance training and certification
schemes, APMG aims to provide individuals and organisations alike with the necessary tools and
skillsets to effectively police and protect vital, and often sensitive information.
http://www.apmg-international.com/
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Company Contact:

   

Ploughshare Innovations Ltd  

T. +44 (0) 1794 301602
E. info@ploughshareinnovations.com
W. https://www.ploughshareinnovations.com

View Online

Additional Assets:

Newsroom: Visit our Newsroom for all the latest stories:
https://www.ploughshareinnovations.pressat.co.uk
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